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Foreword

It is my happy privilege to write a foreword for a book about pro-
tecting your privacy and personal security in the Internet age. More
than that, I am especially happy to write it for my longtime friend
Jayne Hitchcock. Still, it disturbs me that such a book is necessary,
and as I think readers will come to agree, the environment that has led
to the need for such a timely book is something that should concern
us all deeply.

The problems of stalking, harassment, identity theft, and the other
topics covered herein are not at all unique to the Internet. For a thou-
sand years, paupers have paraded around passing themselves off as
princes, and even a few princes have skulked around in paupers’
guise. But with modern technology, what was once the province of a
few flim-flam artists is now available to millions.

The ease with which people—be they criminals, the news media,
or just nosey neighbors—have been able to access the personal infor-
mation of others, both off-line and online, has been a source of
increasing concern for privacy advocates for some years now. In fact,
an entire industry has grown up around the construction of massive
databases filled with every shred of data about your life, your health,
your finances, your buying habits, and your desires. 

These databases are carefully guarded, except of course if you are
willing to pay the right price; then the doors are flung open so the data
can be massaged and manipulated for purposes of sending you junk
mail and calling you at dinnertime. If you ask these new merchants of
data why they gather and sell the personal information of consumers,
they cheerfully answer that it is so that businesses can better serve con-
sumers. This is the “just think what terrible offers we’d call you with
at dinnertime if we didn’t know you so well” argument.
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The depressing news is that calls at dinnertime are surprisingly the
happy side of this story. 

There is a much darker and more sinister side to this new market-
place of personal information, a side that we are reminded about all
too frequently. In recent years we have seen an explosion of news
reports about stalkers and identity thieves who have bought or stolen
personal information and used that data to destroy their victims’ lives,
both figuratively and literally. 

As a law student studying under the great trial lawyer Jonathan
Turley, I learned that problems are often best solved by those for
whom the cost and complexity of the solution is the least. Carrying
that lesson into a career in the privacy arena, I have long argued that
when the practices of data collectors become a problem, those best
suited to solving the problem are the ones whose activities have
helped create the problem.

I do not dispute that some uses of personal information are helpful,
such as credit services that help consumers get loans more promptly
than in years past. Yet where more menacing uses of personal data are
occurring, the data brokers have largely thrown up their hands and
declared that there is nothing to be done about the many personal dis-
asters their services have made possible. For businesses whose stock in
trade is keeping tabs on people whose car payments are a few weeks
past due, their apathy toward promptly fixing the destroyed credit of an
identity theft victim borders on criminal negligence. As a result it can
take years to fix what identity thieves can do in days.

What gives me such mixed feelings about the reasons for this book
is that, as critical as it is for everyday people to understand how des-
perately important it is to protect themselves and their private infor-
mation from misuse and abuse, the need for such a book reminds me
that things are getting worse. The negligence of the data brokers in
today’s information age, coupled with ways new technologies are
being employed to gather even more information, evokes the image
of a new Wild West kind of frontier, where all men, women, and chil-
dren are forced to fend for themselves. 

For these reasons, books like Net Crimes & Misdemeanors have
become urgently necessary. If our privacy is up to us to protect, we
need resources like this book to teach us how to assert our right to be
left alone. We should all be thankful that Jayne has assembled a bal-
anced and thoughtful resource for teaching us all how to sail through
our lives in the information age, leaving fewer broken bits of our pri-
vacy floating in our wake.



When I think about why Jayne Hitchcock is such a perfect person
to help average folks learn to protect themselves, I am reminded of an
illustration from a political event many years ago. In 1987, I had the
privilege of working for then-Senator Al Gore on his first campaign
for president. At a fundraising breakfast he thanked everyone for
coming to the event and expressed his appreciation for their involve-
ment in his fledgling campaign. But, he exhorted the crowd, it was
now time for each of them go a step farther, to move from just being
involved to being fully committed to the campaign.

To illustrate the difference between involvement and commitment,
he pointed to a plate sitting on the head table, still piled high with
scrambled eggs and country ham. “Just looking at this fine breakfast,
the difference between involvement and commitment is clear,” he con-
tinued. “The chicken was involved. But the hog is committed!”

There are a growing number of very excellent books on the market
discussing the perils of privacy invasion and threats to personal safety
coming both online and off-line. But for the vast majority of those
authors, their relation to the issue is much more akin to the relation-
ship between the chicken and that breakfast plate: they have an
expertise and interest sufficient to inspire them to take on the task of
writing a book. For Jayne, it is something much deeper than that. This
book is evidence of her passionate commitment to make sure that oth-
ers are not forced to live through the nightmares.

Unfortunately, it is a commitment that was forced upon her in an
especially awful way.

It was while doing some consulting work for America Online
(AOL) that I first met Jayne. AOL had asked me to help them develop
and enforce policies regarding Internet abuse, including “spam” and
other inappropriate uses of network resources. In the course of that
work, I spent a lot of time working on problems related to the Internet
discussion boards called Usenet newsgroups. 

In culling through piles of complaints and abuse reports, I noticed
a sizeable number of complaints relating to a few newsgroups
devoted to creative writing. The more I delved into those reports, the
more complicated and sordid the tale became. Before I realized it, I
was smack in the middle of Jayne’s protracted battle with cyberstalk-
ers. I will not steal her thunder except to say that it was, at the time,
both gripping and deeply disturbing to see the harassment, abuse,
threats, and intimidation heaped upon Jayne by a band of thugs.

Reflecting upon the circumstances that give Jayne such intimate
knowledge of these issues, the old adage “that which does not kill us
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makes us stronger” comes to mind. I must admit however that I use
that phrase with some trepidation. For me, that phrase has always
seemed particularly infuriating, offered up as consolation from 
bystanders to the struggle, as if it actually helped to soothe a wound.
As maddening as that saying can be, it is nevertheless apt. The hor-
rific circumstances through which Jayne passed not only made her
stronger, but made her something more: a passionate and articulate
advocate for those who, like her, have landed in the sights of the
deranged and disturbed.

It is so very understandable that many who have experienced a loss
of privacy and security would seek to return to an anonymous life as
quickly as possible. That is why I am amazed at how often people
choose to turn the trauma of such events into action. But I am happy
to report that Jayne Hitchcock is no shrinking violet—not by any
means! She chose to see her struggles as a challenge laid, a gauntlet
thrown. That which did not kill her did indeed make her stronger,
turning her into a fierce advocate for victims of abuse. 

The encouraging irony is that such ghastly incidents often turn vic-
tims into some of the world’s most effective advocates for change.
One would never wish hardship on anyone, yet if there was an easier
and more pleasant way to inspire good people to draw such strength
from deep within themselves, I wish we could reproduce it and put it
in the drinking water. Until that day, we have books like this and peo-
ple like Jayne to show us not just how to survive, but to reassert con-
trol over our lives so we can thrive and prosper in this new frontier.

I urge you to read carefully and let these lessons help you to assert
your right to privacy and take charge of your own life again. And who
knows? Some day, you might even get to finish your dinner without
being called to the phone.

Ray Everett-Church, Esq.
San Jose, CA

Ray Everett-Church, a senior privacy strategist at ePrivacy Group, is an
internationally recognized expert on privacy law and Internet-related public
policy. He is an advisor to the Privacy Officers Association and a member of
the National Advisory Council of The George Washington University School
of Engineering and Applied Science. A graduate of George Mason
University, he received a law degree from the National Law Center at The
George Washington University.
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About the Web Page:

netcrimes.net

The world of online information changes with each blink of the
eye, and the limitations of any print volume covering Internet
resources are obvious: New sites and resources appear every day,
other sites are expanded to include new or enhanced features, and still
other sites disappear without a trace. 

At netcrimes.net, the author is maintaining a regularly updated
directory of key Internet resources—including, wherever possible,
active links to sites (you must have an Internet connection and
WWW browser to utilize these links). This directory is designed to
help you pinpoint sites offering specific types of help and informa-
tion, and to keep you up-to-date on the trends and issues. It is being
made available as a bonus to readers of Net Crimes & Misdemean-
ors. Please take advantage of the feedback feature at the site to let us
know what you think, and to recommend additional sites that read-
ers may find useful. 

Safe surfing!

Disclaimer
Neither publisher nor author make any claim as to the results that may be obtained

through the use of the above mentioned links to Internet sites and resources, which
are maintained by third parties. Neither publisher nor author will be held liable for
any results, or lack thereof, obtained by the use of any links, for any third party
charges, or for any hardware, software, or other problems that may occur as a result
of using netcrimes.net. This program of Internet resources and links is subject to
change or discontinuation without notice at the discretion of the publisher.
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You Can Be Safe Online

You wouldn’t walk down a dark street in an unfamiliar neighbor-
hood alone, would you? You wouldn’t divulge where you live or work
to a stranger in an elevator, would you? Surprisingly, many otherwise
sensible people throw caution to the wind when they’re online,
assuming, apparently, that they’re completely safe. They’re not, no
matter how computer savvy they think they are.

Danger lurks on the Internet. 
Consider these scenarios:

• You purchase bath products from an online shopping site.
When you receive your credit card bill, you find there are sev-
eral more charges on it…and you didn’t buy anything else.

• You go to an online auction, bid on a photograph “signed”
by a celebrity, and win. You send in your payment and wait.
And wait some more. You do some investigating and find
that not only are you not going to get the photograph you
paid for, but there are serious doubts about the authenticity
of the autograph.

• You receive phone calls and knocks on your door from
strangers—all in response to a message “you” placed online.
Only you don’t own a computer.

• You’re on a newsgroup called alt.business.home and someone
gets angry at an innocent question you’ve asked. Messages
begin to appear from “you” insulting other people in the
group. This results in a barrage of e-mails to you from the
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people “you” offended. Your e-mail account is canceled, and
your employer receives phone calls from people complaining
that “you” are harassing them online. 

You may think you know better than to get caught up in a scam or
a harassment situation. But I will show that it can happen to even the
most experienced online user. It happened to me. In 1996, I thought I
knew everything about the Internet. I’d already been online a number
of years, was a teaching assistant for basic and advanced Internet
courses at a university, wrote hardware and software reviews for mag-
azines, participated in newsgroups and forums, and surfed like a pro.
Then I unwittingly became the victim of Internet harassment so threat-
ening that it changed my life. Read my story in Chapter 1.

Net crimes and misdemeanors are committed against more than
60,000 people a year, and the number is growing every day, accord-
ing to statistics from the FBI and victim advocate organizations. NUA
Internet Surveys (www.nua.com) estimates there are more than 500
million people online worldwide. If only 1 percent become online
victims, that is still over five million people—a drop in the bucket as
more people go online for the first time every day.

When my harassment occurred, I didn’t know where to go for help.
There certainly was no book available to explain things to me, and
there were no laws to protect me. Because what happened to me was
so extreme, and because I saw such a lack of understanding of cyber-
crime, I have since become one of the nation’s leading cybercrimes
experts, giving lectures nationwide and appearing on TV programs to
get the word out about Internet crimes. I serve as president of
Working to Halt Online Abuse (WHOA), a group that works with
more than 100 online victims a week. 

The media has given some coverage to this growing problem, but
not enough. It tends to emphasize sensational cases without impart-
ing safety information to the public. I give lectures and training work-
shops to law enforcement personnel around the country, and am
always surprised at how few of those in attendance are up-to-date on
online harassment and cyberstalking issues. I’ve been told time and
again that a book explaining what can occur and offering preventative
measures would be welcome.

That’s why I decided to write this book.
Net Crimes & Misdemeanors is written in language that is easy to

understand if you are not familiar with the online world, but it is not
written so simply that experienced Internet users will find it too basic.
Each chapter begins with an explanation of the chapter’s focus—and



sometimes a definition or two of online harassment terms—and
includes one sample case or more to show that even smart folks can
have bad experiences. This is followed by tips and advice from
experts. If, as you’re reading, you come across a computer term
you’re unfamiliar with, check the Glossary in the back of the book. If
you see an organization or a product you want to know more about,
check the Resources section for the Web site address. In addition,
there is an official Web site for the book at www.netcrimes.net, where
you will find an updated list of links from the book and other links
that may be of interest.

This book is only a first step in learning how to be safe online. To
be truly Net-savvy, you’ll have to keep vigilant long after you’ve read
these chapters. Though I am known as a cyberstalking expert, I always
keep an eye open for the latest developments in the world of online
safety. If you and I don’t remain alert, danger could strike. I don’t
know about you, but I don’t intend to let it happen to me—not again.

A note on the case histories: Some of the victims I describe are
actually composites of people from cases I’ve worked on through
WHOA; I have done this to keep those victims anonymous. Some
victims allowed me to use their real names, and others allowed me to
use their stories verbatim but asked me to use pseudonyms. When
recounting case histories, sample e-mail messages, posts, or chat
room transcripts, they are exactly as they appeared online—with
grammatical and spelling errors intact. Profanities are not spelled out,
however, because I wanted parents to be able to share the information
in this book with their children.

Don’t let trolls, spoofers, spammers, e-mailbombers, cyberstalk-
ers, and other online miscreants make you live in fear or give up the
many advantages of Internet use. In reading this book, you’ve already
taken the first step to arm yourself.

You’re on your way toward becoming safe online.
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